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Circular No: MODE/2026/01

Secretaries of Ministries,
‘Chief Secretaries of Provincial Councils,
Heads of Departments and Statutory Organizations.

Implementation of the Malware Analysis & Threat Hunting (MATH) Lab Established
under Sri Lanka CERT

Sri Lanka CERT, under the guidance of the Ministry of Digital Economy is implementing the
Information and Cyber Security Policy for the government organizations as approved by the
cabinet of ministers. As instructed by the Cabinet of Ministers, all government organizations
defined as public authorities under the Right to Information Act are required to implement this
policy to protect digital infrastructure of the government from unauthorized access, misuse,
disclosure, disruption, or destruction (Circular No : MOT/2023/01, dated 02.05.2023).

2. To facilitate the implementation of this policy, Sri Lanka CERT under the guidance of the
Ministry of Digital Economy has initiated Malware Analysis and Threat Hunting (MATH)
Lab to improve the cyber security readiness of the government organizations with the
approval of the Cabinet of Ministers.

3. MATH Lab consists of an advanced solution that has Attack Surface Monitoring (ASM),
which is used to identify potential weakness of the public facing digital infrastructure before
sthey are exploited, and a Cyber Threat Intelligence (CTI) platform which is used to
understand attackers’ behavior, indicators of compromise, and threat actor infrastructure.
Such a solution would provide government organizations with enhanced visibility into their
external threat landscape, enable early detection of emerging cyber threats, support proactive
risk mitigation, and strengthen overall cyber resilience.

4. Sri Lanka CERT has identified many government organizations are critical, and therefore
ASM and CTI facility will be provided. To ensure accuracy and effectiveness of providing
ASM and CTI services, complete visibility of all internet-facing digital infrastructure is
mandatory.

5. Therefore, please provide details for validation and confirmation of identified digital
infrastructure such as domains and sub-domain names of websites, public IP addresses, login
portals, official mobile apps and cloud storage buckets.
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6. Upon completion of validation of such digital infrastructure, each government organization
will receive a comprehensive Threat Landscape Report, which includes vulnerabilities and
mitigation strategies to strengthen the organizational cyber security posture.

7. Therefore, this Ministry requests your active engagement to onboard for this national
initiative, and provide the necessary information as requested above.

8. To ensure smooth coordination, your organization is requested to nominate a dedicated Point
of Contact (PoC) on or before 315" March 2026, for all matters related to MATH Lab
engagement. The nominated officer should directly coordinate with Mr. Senalike
Devalawatte, Manager — Information Security (email: senalike@cert.gov.lk, mobile: 076-
3605905) of Sri Lanka CERT. PoC shall be Director of IT, Information Security Officer
(ISO) or Assistant Information Security Officer (AISO).

9. A list of organizations that are identified during the year 2026 as critical to providing ASM
and CTI facilities are annexed hereto. Additional organizations that will be entitled to receive
ASM and CTI facilities services will be formally notified to the respective institutions during

the year 2027.

10. Your cooperation is vital to strengthening Sri Lanka’s national cyber resilience.

‘Waruna Sri Dhanapala

Secretary
Copy: Secretary to the President, Presidential Secretariat - f.y.i. please
Secretary to the Prime Minister, Prime Minister's Office - f.y.i.please
Auditor General, National Audit Office of Sri Lanka - fy.i.please
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Annexure: List Organizations Identified for Onboarding to the ASM and CTI Facility

No Full Name of the Organization

1 Sri Lanka Parliament

2 President Secretariat

3 Prime Minister’s Office

4 Cabinet Office

S Ministry of Defence

6 Sri Lanka Army

7 Sri Lanka Navy

8 Sri Lanka Air Force

9 Disaster Management Centre

10 Ministry of Finance, Planning and Economic Development
11 Department of External Resources

12 Department of Public Enterprises

13 Department of Inland Revenue

14 Sri Lanka Customs

15 Department of Excise

16 National Lotteries Board

17 Development Lotteries Board

18 Government Valuation Department

19 Department of Import and Export Control

20 Central Bank of Sri Lanka

2] Credit Information Bureau of Sri Lanka

22 Securities and Exchange Commission of Sri Lanka
23 Public Utilities Commission of Sri Lanka

24 Department of Census and Statistics

25 Sustainable Development Council of Sri Lanka
26 Employees’ Trust Fund

27 Board of Investment of Sri Lanka

28 " | Sri Lankan Airlines Limited.

29 Ministry of Energy

30 Ceylon Electricity Board

3| Ceylon Electricity Company

32 LTL Holdings (Pvt.) Ltd.

33 Ceylon Petroleum Corporation

34 Ceylon Petroleum Storage Terminal Ltd.

35 Minister of Agriculture, Livestock, Land, and Irrigation
36 Department of Agriculture

37 Department of Agrarian Development

38 Department of Animal Production and Health
39 Department of Land Commissioner General
40 The Land Title Settlement Department
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41 Survey Department of Sri Lanka

42 Irrigation Department

43 Sri Lanka Mahaweli Authority

44 Department of Export Agriculture

45 Minister of Justice and National Integration

46 Attorney General’s Department

47 Legal Draftsman’s Department

48 Government Analyst' Department

49 Office of the Registrar of the Supreme Court

50 Department of Prisons

51 Court of Appeal

52 Judicial Service Commission

53 Minister of Education, Higher Education and Vocational Education

54 Department of Examinations

55 Department of Educational Publications

56 Department of Technical Education and Training

57 Tertiary and Vocational Education Commission

58 University Grants Commission

39 Minister of Women and Child Affairs

60 Department of Probation and Childcare Services

61 National Child Protection Authority

62 Minister of Trade, Commerce, Food Security and Co-operative
Development

63 Department of Commerce

64 Department of Measurement Units, Standards and Services

65 National Intellectual Property Office of Sri Lanka

66 Consumer Affairs Authority

67 Department of Co-operative Development (Registrar of Co-operative Societies)

68 Food Commissioner’s Department

69 Department of the Registrar of Companies

70 Ministry of Health and Mass Media

71 Department of Ayurveda

12 Department of Government Printing

73 Department of Government Information

74 Postal Department

75 Medical Supplier Division

76 Minister of Buddhasasana, Religious and Cultural Affairs

1d Department of Buddhist Affairs

78 Department of Hindu Religious and Cultural Affairs

79 Department of Christian Religious Affairs

80 Department of National Museums

81 Department of National Archives

82 Department of Public Trustee

83 Department of Cultural Affairs

84 Department of Archaeology

85 Minister of Transport, Highways, Ports and Civil Aviation
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86 National Transport Commission

87 Department of Sri Lanka Railways

88 Department of Motor Traffic

89 Sri Lanka Ports Authority and its Subsidiaries and Associates

90 Civil Aviation Authority of Sri Lanka

91 Airport and Aviation Services (Sri Lanka) Ltd

92 Ministry of Public Security and Parliamentary Affairs

93 Sri Lanka Police

94 Department of Immigration and Emigration

95 Ministry of Foreign Affairs, Foreign Employment and Tourism

96 Sri Lanka Foreign Employment Bureau

97 Sri Lanka Tourism Development Authority

98 Sri Lanka Tourism Promotion Bureau

99 Ministry of Environment

100 Central Environmental Authority

101 Geological Survey and Mines Bureau

102 Marine Environment Protection Authority

103 Department of Coast Conservation and Coastal Resource Management

104 Department of Forest Conservation

105 Department of Wildlife Conservation

106 Department of National Zoological Gardens

107 Department of National Botanic Gardens

108 Ministry of Urban Development, Construction and Housing

109 National Physical Planning Department

110 National Water Supply and Drainage Board

111 Ministry of Fisheries, Aquatic and Ocean Resources

112 Department of fisheries and aquatic resources

113 Ministry of Public Administration, Provincial Councils and Local
Government

114 Department of Pensions

115 Department of Registrar General

116 UVA Provincial Council

117 Sabaragamuwa Provincial Council

118 | Eastern Provincial Council

119 Central Provincial Council

120 North Central Provincial Council

121 Northern Provincial Council

122 North Western Provincial Council

123 Western Provincial Council

124 Southern Provincial Council

125 District Secretariats

126 Divisional Secretariats

127 Colombo Municipal Council

128 Ministry of Labour

129 Department of Labour

130 Ministry of Science and Technology
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131 Ministry of Rural Development, Social Security, and Community
Empowerment

132 Department of Samurdhi Development

133 Department of Social Services

134 Ministry of Industry and Entrepreneurship Development

135 Ministry of Digital Economy

136 Information and Communication Technology Agency and Allied Institutions

137 Sri Lanka Computer Emergency Readiness Team

138 Data Protection Authority of Sri Lanka

139 Department of Registration of Person

140 Telecommunication Regulatory Commission of Sri Lanka and Allied
Institutions

141 Ministry of Plantation and Community Infrastructure

142 Ministry of Youth Affairs and Sports

143 Department of Sports Development

144 Department of Auditor General

145 Employees Provident Fund

146 Election Commission of Sri Lanka

147 Government Information Centre
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